GCSS-MC System Requirements

Though common settings are provided,
this does not mean all settings. Local
settings may still require adjustments.
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Windows XP Professional Service Pack 3 or Higher
Internet Explorer 7 or later

ActivClient version 6.2.0.86 with FIXS1008015 or
later

DoD Root Certificates
— (InstallRoot_v3.16A.exe or later)

ECA Root Certificates
— (InstallRoot_v3.16E.exe or Later)

JAVA 1.6.0 37 or later
OrlJaval.7_17
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If prompted for Java Update
needed on NMCI Computer:

Click on “Do Not ask again
until the next update is
available.” lave Update Nesded

Cl . k o" L ) . Your Java wersion s Feeors.
I C a t e r Click, Updahe 10 natall the recommencied secure version, Click Block o shop Java content in your
browser oc
Lster B0 continue &nd be reminciad 20ain later,
L]
Do Not Click on e e e
100 not &k agsin until the rext Lpdate is avsildole

UPDATE!
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Java (Access via Control Panel)
Advanced Tab:
Settings>Security>General

Ensure Check Mark is beside:
"Use SSL 2.0 Compatible ClientHello Format"

Ensure Check Mark is beside:
— "Use SSL 3.0"

Ensure Check Mark is Beside
— "Use TLS 1.0"

All others as defaulted by Java.

Java Control Panel

Génera'i_‘;Java; Securi;fé Advanced 1_

r

-[¥] allow user to grant permissions to signed content *‘
-[¥] allows user to grant permissions to content from an untrusted
.-[V] Use certificates and keys in browser keystore

Don't prompt for client certificate selection when no certificat:

--[¥] Warn if site certificate does not match hostname

..[¥] Show sandbox warning banner

Allow user to accept JNLP security requests

~.-[] Check certificates For revocation using Certificate Revocation
<[] Enable online certificate validation

--[¥] Enable list of trusted publishers |
Enable blacklist revocation check

--[¥] Enable caching password for authentication

---[¥] Use S5L 2.0 compatible ClientHello Format

-.[¥] Use 55L 3.0

-[] Use TLS 1.0 v/

[] show site certificate From server even if it is valid

| |

][ Cancel ][ Apply ]
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Java Recommendations:

Settings>Debugging>

Ensure all three items
are selected.

Settings>Java Console>

Ensure "Show Console"
is selected.

Java Control Panel

»Generalrd Java | Security | Advanced |

5Settings
‘ — ‘Debugging
¢ ie[¥]Enable tracing
¢ i-[¥] Enable logging
el Show applet lifecycle exceptions
‘ — -Java console
- (® Show console
Pk (") Hide console
(D Do not start console
| ®-Default Java for browsers
| #-Java Plug-in
| #-Shortcut Creation
| #-JNLP File/MIME Association
| #-JRE Auto-Download
| #-Security
| #-Miscellaneous

[ QK ][ Cancel ][ Apply J




GCSS-MC System Requirements

NMCI WIN7 is already
done. Others need to
do this.

Internet Explorer
(Access via Control
Panel, Internet Options)

Security Tab:
Select "Trusted Sites”

Click on the "Sites"
button.

Internet Properties @@

General  Security | Privacy | Contert | Connections | Programs | Advanced

Sele_ct 3 zone to view or chanoe security settings.

@ € v O
Internst Local intranet FIESLSEEEE  Restricted
sites

Trusted sites
4 This zone contains websites that yvou
v trust not to damage your computer or
your files,
You have websites in this zone.

Security leved For this zone

Custom
Custom settings.
- To change the settings, click Custom level,
- To use the recommended settings, click Defauk level,

[ Custom level... ][ Defaul level J

[ Reset al zones to defauk level ]

ﬂl Some settings are managed by your system administyatar,

[ OK ][ Cancel ]
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Ensure
"https://*.disa.mil" is
present

Once complete, Click
Close to return to
Internet Properties.

Note: This is already
included on
USMC/NMCI Windows
7 Computers, and
cannot be adjusted.

Trusted sites

;?’ You can add and remove websites from this zone. &ll websites in
¥ this zone will use the zone's security settings.

Add this website to the zone:

Websites:
‘ https: i, disa.mil A~

https:ff*.dod.mil

https:/i*.navy.mil

https://*.osd.mil v
& | &

Require server verification (https:) for all sites in this zone



https://*.disa.mil/
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Internet Properties @@
o C I iC k O n t h e " C u Sto m General | Security | Privacy | Content | Connections | Programs | Advanced :

Level" button. Skt et v o hage sty st
@ QW v 0O
* Note: USMC/NMCI el —

Trusted sites

WIN7 computers will ¥ i
files,
sirhla:: websites in this zone.

not a”OW Edit Of Security leved for His zone
Trusted Sites. custm

Custom settings.
- To change the settings, click Custom level,
- To use the recommended settings, click Defauk level,

Skes

LCustom level... J[ Defaulk level J

[ Reset al zones to defauk level J

&) Some settings are managed by your system administrator,

[ OK ]L Cancel J
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)
!’!A arnat Pronertios
' : :

Security Settings - Trusted Sites Zone

* Locate "Use Pop-Up
Blocker" and ensure f =

"Disable" is selected. em

* Once complete, Click o e

OK to return to Internet &) Userdaa persstence

) Disable
() Enable

P rO p e rt I e S & Websites in less privileged web content zone can navigate n
() Disable
() Enable

* Note: USMC/NMCI O prome 2

vinkina

W I N 7 C O m p ute rS t h a t *Tékes effect after vou restart Inkernet Explorer 7 |

Reset custom settings

do not allow this option o e
see next slide for
option.

[ ok || caxel |
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e Select Privacy Tab.

* With Pop-Up Blocker
Checked, click on
settings.

e This can be adjusted on
NMCI WIN7 Computers.

Settings
q _| Select 5 setting for the Internet zone.
-
Medium
- Blocks thrd-party cookes that do not have a compact
privacy poiicy
- Blocks third-party cookees that save information that can
) be used to contact you without your explicit consent
- Restricts frst-party cookies that save nformation that
can be used to contact you without your imphait consent
[ stes | [ import || Advanced |
Pop-up Blocker
J*Tl Prevent most pop-up windows from Settngs j
Q Sppearing. =

{¥] Turn on Pop-up Blacker
InPrivate

/‘r‘ [T Do not coliect data for use by InPrivate Filtering
2

abie toolbars and extensions when InPrivate Browsing

‘j Some setlings are managed by your system administrator.

LvGene'dVJ_Semnty‘ Privacy | Content | Connections. | Programs ]Advancedﬂ l
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In the address field,
enter:
*.csd.disa.mil

Click Add

Set Blocking Level to
low.

Exceptions

= Pop-ups are cumently blocked. You can asllow pop-ups from specific
;vzf !| websites by adding the ste to the list below.

Address of website to aliow:
Allowed sites:
‘ * nmci navy.mil Remove

mceast.usmc.mil :
Remove all... |

Notffications and blocking level:

[V] Play a sound when a pop-up Is blocked

V| Show Information Bar when a popup is blocked.

Blocking level:

| Low: Alow pop-ups from secure stes '

Leam more about Pop-up Blocker
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e * csd.disa.mil should be ‘fewseesans TR
Exceptions

added to AIIOWEd Sites. h r—=  Pop-ups are cumently blocked. You can allow pop-ups from specic

:J_” websites by adding the ste to the st below.
}ddras Vofwe_pslerto allqwi

e Set Blocking Level to

Allowed sites:
low. ErTrEEeeeee——
* nmci.navy.mi

e Click Close. e

Natifications and blocking level:
[¥] Play a sound when a pop-up is blocked.
|¥7] Show Information Bar when a pop-up is blocked.

Blocking level:
[Med'un:ﬂockmstuﬁomwcpopws

Leam more sbout Pop-up Blocker
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* Note: USMC/NMCI
WIN7 computers do “a

2 Select a setting for the Internet zone.

allow one to turn off Hedum

- Blocks thrd-party cookes that do not have a compact
privacy poiicy

Pop-up Blocker. Though I Lo byt g
no t a dvised’ O ne Ca n s.ane ;tenf;ed g?ﬁ&c??oﬁd&iﬁﬁfmﬁfﬁns&i

remove the check

beside “Turn on Pop-up G Spewowimic  (ii—

¥ Turn on Pop-up Blocker

Blocker. "

£ 1)) [7Donot colect data for use by InPrivate Filtering

| General }VSecunrty‘ Privacy Cormemrl Connections J Programs erdvanced | 1

[ stes | [ import || Advanced |

Pop-up Blocker

0 Some setlings are managed by your system administrator.
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Advanced Tab:

Locate and ensure "Use
SSL 2.0" is not checked.

Locate and ensure "Use
SSL 3.0" is checked.

Locate and ensure "Use
TLS 1.0" is checked.

Once set, Click OK.

Internet Properties @

General | Security | Privacy | Content | Connections Programs | Advanced
Settings

I:]r Empty femocuary Xniermf I;iles fblde: Mcn browscr is c‘-. ~
[¥] Enable Integrated Windows Authentication™
[¥] Enable native XMLHTTR support
# Phishing Filter
)
O

O

[] usessL2.0

V] use ssL3.0

[v] useTis 1.0

[¥] warn about certificate address mismatch®

[T warn i changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that doss n
v

< >
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

‘ou should only use this if your browser is in an unusable state.

Reset Internat Explorer settings

Deletes af temporary fles, disables browser
sdd-ons, and resets all the changed settings.

& Some getfings are managed by your system adrnistrator,

[ OK ][ Cancel ]




